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FCC Warning

This equipment has been tested and found to comply with the limits for a Class C digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communication.
However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which

- Consult the dealer or an experienced radio/TV technician for help. the receiver is

connected.

FCC Caution: Any changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired

operation.

NOTE: All Telecom and safety Tests only include this content hardware device only.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of
about eight inches (20cm) between the radiator and your body.

This transmitter must not be co-located or operated in conjunction with any other antenna

or transmitter.

Modular Approval Statement:
This device is intended to be used only for OEM integrator under the following conditions:
1) The antenna must be installed such that 20 cm is maintained between the antenna and

users, and

2) The transmitter module may not be co-located with any other transmitter or antenna.




IMPORTANT NOTE:

In the event that these conditions cannot be met (for example certain laptop configurations
or co-location with another transmitter), then the FCC authorization is no longer considered
valid and the FCC ID cannot be used on the final product. In these circumstances, the OEM
integrator will be responsible for re-evaluating the end product (including the transmitter)

and obtaining a separate FCC authorization.

Revision History
Revision History

V1.0 1st release

All brand and product names mentioned in this manual are trademarks and/or registered

trademarks of their respective holders.
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1. Introduction

Thank you for purchasing this high-speed wireless network card! Excepting common wireless
standards 802.11b/g, this wireless network card is also able to access 802.11n wireless
networks - data transfer rate is 300Mbps, and that’s three times faster than 802.11g wireless
network! With easy-to-install PCl interface - a very common expansion port of computers -
plug this wireless network card into any empty PCl slot of your computer, just that simple!
This product is made in ISO9001 approved factory and complies with FCC part 15 regulations
and CE approval.

1.1 Features

+ High-efficiency antenna expands the scope of your wireless network.

+ High-speed data transfer rate - Up to 300Mbps.

+ WMM function: control the bandwidth required for different applications.
Work with IEEE 802.11b/g/n wireless devices.
Supports major encryption methods like WEP, WPA, and WPA2 encryption.
WPS configuration - You don’t need an experienced computer technician to help
you to get connected. Utilizing the software program of the card, you can get your
computer connected by pushing a button or entering an 8-digit code. Pressing the
button on the network card, the WPS connection can be activated as well.

PCl interface - you can get it installed on your computer in just few seconds!

1.2 Familiar with your new wireless network card

1. Antennas

Two 2dBi dipole antennas are enclosed with the PCI card. Please secure the

antenna to Reverse SMA connector of the card.
2. Link & Tx/Rx LED Definitions
LED Light Status Description

On Link to a wireless access point

Off Radio is switched to off

Link

Blinking Transferring / receiving data

Tx/Rx
Off No wireless activity

1.3 Package Contents
Before you starting to use this wireless network card, please check if there’s anything
missing in the package, and contact your dealer of purchase to claim for missing items:

+ One PCl Wireless Network Card

«  Two 2dBi Dipole Antennas

+ One CD-ROM (Drivers / Utility/User Manual)




1.4 Before you start

You must have the requirements as follow,
« A computer with an available PCl slot
+ At least a 300MHz processor and 32MB memory
+  Windows 2000/XP/Vista or Windows 7 operation system
A CD-ROM drive
At least 100MB of available disk space.
Wireless PCl Adapter properly installed

1.5 Hardware Installation
STEP1: Turn off your computer and remove its cover
STEP2: Insert the PCl wireless network card into an available PCI slot firmly. Please refer to

the illustration below:

—
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STEP3: Secure this card to the rear of the computer chassis and replace the cover.
STEP4: Install the antenna on the wireless network card, and make sure the antenna is

securely installed. To improve radio reception, please adjust antenna to the proper position.

STEP5: Turn on the computer.




2. Installation Procedure
Note: If you have installed the Wireless Adapter driver & utility before, please uninstall the

old version first.

STEP1: The Found New Hardware Wizard below will appear after the WLAN adapter is

installed. Please click Cancel to continue.

Windows needs to install driver software for your Network
Controller

@ Locate and install driver software (recommended)
Windows will guide you through the process of installing driver software
for your device.

* Ask me again later
Windows will ask again the next time you plug in your device or log on.

® Don't show this message again for this device
Your device will not function until you install driver software.

Cancel

(For Windows Vista)

Found Mew Hardware Wizard

Thiz wizard helps you install software for:

Metwark, Contraller

(' If your hardware came with an installation CD
&2 or floppy disk. insert it now.

What do you want the wizard to da?

(=) Install the software automatically [Fecommended)
() Install fram a list o zpecific location [Advanced)

Click, Mest to continue,

[ < Back ][ Meut > JI Cancel ’

(For Windows XP)




Upgrade Device Driver Wizard

Install Hardware Device Drivers

& device driver iz a saffware program that enablzs a hardware device boowark with
an operating system.

Thiz wizard upgrades divers for the following hardware dewvice:

@ Metwark. Confraller

Upgrading to a newer version of a device driver may add functicnality to or improve the
performance of this device.

What do pou want the sizard ta da?

& Searchfor a sukable diver for mp device [recommended}

™ Dizplay a list of the known drivers for thiz device zo that | can chooze a specific
driver

(For Windows 2000)

STEP2: Insert Installation CD into CD-ROM drive, windows below will appear. Click Install

Driver & Utility to begin device driver installation.

Lo
=

N
k ireless LAN\
Adapter

Install Driver & Utility

User's Manual

Acrobat® Reader




STEP3: Please read the following license agreement. Use the scroll bar to view the rest of

this agreement. Select | accept the terms of the license agreement and click Next to

continue.

Ralink Wireless LAN -

License Agreement

Tnistallstield

Tnistallstield

nent carefully.

RaLIME wireless Utility for windows 20005P Mistadwing
Copyright [C] BALINE TECHNOLOGY, CORP. Al Rights Reserved.

Thank. you for purchazsing RALINE \Wireless product!

SOFTwWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is pratected by copyright laws and international copyright
treaties, az well az ather intellectual property laws and treaties. The SOFTWARE PRODUCT
is licenzed, not gold,

1. GRANT OF LICEMSE. This End-User License Agreement grants vou the following
nights:Installation and Use. ou may install and uze an unlimited number of copies of the
SOFTwARE PRODLUCT.

Feproduction and Distribution. ''ou may reproduce and digtribute an unlimited number of
copies of the SOFTWARE PRODUCT ; provided that each copy shall be a bue and complete
copy, including all copyright and trademark. notices, and ¢hall be accompanied by a copy of
thiz ELILA. Copies of the SOFT'WARE PRODUCT may be distibuted az a standalone product
aof included with pour own product.

L tility)

Cancel




STEP5: In Windows XP, there is a Windows Zero Configuration Tool for you to setup
wireless adapter. You can choose to configure the adapter through the Microsoft Zero
Configuration Tool or the Ralink Configuration Tool. It is recommended to choose the

Ralink Configuration Tool for the adapter. Click Next to continue.

Ralink Wireless LAN - InstallShield Wizard

Setup Type

irzezErzle < Back ﬁ Mest > I

STEP6: Click Install to begin the installation.

Ready to Install the Program

The wi Iy to begin i

1 i i
Tnistallstield Cancel




STEP7: Please wait for a while during the Wireless LAN adapter is configuring your new
software installation.

Ralink Wireless LAN -

Setup Status

Tnistallstield

STEPS8: After the setup wizard has successfully installed wireless LAN, click Finish to exit the

wizard.

InstallShield Wizard Complete

ard

. " . : .
Tnistallstield Cancel




The Configuration Utility appears as an icon on the system tray of Windows while the

adapter is running. You can open the utility by double-click on the icon. .

Right-click the icon, there are some items for you to operate the configuration utility,
® Launch Config Utilities = Select this option to open the Configuration Utility tool.
® Use Zero Configuration as Configuration utility (Available on Windows XP only) -

Select this option to use Windows XP built-in wireless configuration utility (Windows
Zero Configuration) to configure to card.

Switch to STA+AP Mode_(Available on Windows 7) = Select this option to change to
AP mode.

Switch to AP Mode (Available on Windows Vista/XP/2000 only) = Select this option
to change to AP mode.

Open Diagnostic Testing Mode (Available on Windows Vista/XP/2000 only) = To

check network connection status.

Exit = Select Exit to close the Configuration Utility tool.

Launch Canfig Likility

Ilse Zero Configuration as Configuration Utiliby
Switch bo AP Mode

Cpen Diagnostic Testing Mode

Exit




3. Wireless Network Configuration Utility

3.1 RaUl Wireless Utility & Windows Zero Configuration (WZC)

The Configuration Utility is a powerful application that helps you to configure the Wireless
LAN adapter and monitor the link status and statistics during the communication process.
When the adapter is installed, the configuration utility will be displayed automatically. This
adapter will auto connect to wireless device which has better signal strength and no wireless
security setting.

In Windows XP, it provides wireless configuration utility named “Windows Zero
configuration” which provides basic configuration function for Ralink Wireless NIC, Ralink’s
Utility (RaUl) provides WPA supplicant functionality. To make it easier for user to select the
correct utility, RaUl will let user make the selection when it first runs after windows XP
boots.

RaUl can co-exist with WZC (Windows Zero Configuration). When coexisting with WZC, RaUl
only provides monitoring function, such as link status, network status, statistic counters,
advance feature status, WMM status and WPS status. It won’t interfere with WZC'’s

configuration or profile functions. Please see below picture: To select WZC or RaUl

Launch Config Lkility Launch Config Likility

Ise Fero Configuration as Configuration Ltility Ise RaConfig as Configuration Lklity
Switch ko AP Mode Switch ko AP Mode

Cpen Diagnostic Testing Mode Open Diagnoskic Tesking Mode

Exit Exit

If “Use Zero Configurations as Configuration utility” is selected, please continue on the

section. Below picture shows that the RaUl status when WZC is active as main control utility.




Statistics WM,

Sorted by == a sio @ channel @ siznal [J show dBm
- AP List =>

n

-0

—

Default_W LAk

NOJONjiji

iy

LR RS
& &3 &
&

P WRE1AVN_FTP Server

Status =>  WREAAVN_FT., =--> 00-0C-43-25-80-00

Extra Info == Link iz Up [Tx Power ==:100%]
Channel == 1 <--= 2412 MHz; central channel @ 3
huthentication == WPAZ-PSK
Encryption == AES e
Metwork Type == Infrastructure Link Speed == 270.0 Mbps
IP Address == 192.168.3.111
Sub Mask == 256,2585,256.0

Default Gateway == 192,168.3.1
- HT

Throughput == 0,000 Kbps

Receive
Link Speed == 1.0 Mbps

BW == 40 SMRO == 28

Throughput =>34,120 Kbps
Gl == long MCS == 15 SMR1 == nfa

When activating WZC, there are couple different on RaUl status compare to the without

WZC running:

(1) Profile button will be gray, profile function is removed since the NIC is controlled by
WzC.

(2) The connect and add profile function will be gray. The reason is same as the first

difference.

[Use WZC to configure wireless NIC]
STEP1: Right-click Ralink configuration utility icon and select “Use Zero Configuration as

Configuration Utility”.

Launch Config Ukiliky
ero Configuration as Configuration Lkt
Switch to AP Mode
Cpen Diagnostic Testing Mode
Exit

STEP2: Right-click the network connection icon in the task bar.




hange Windows Firewall settings

Dpen Metwork Connections

F.epair
¥Yiew Available Wireless Networks

v

STEP3: All wireless access point in proximity will be display here. If the access point you want

to use is not display here, please try to move your computer closer to the access point, or

you can click “Refresh Network List” to rescan access points. Click the access point you wan

to use if it’s shown, then click “Connect”.
15 Wireless Network Connection

Notwnri Tatia Choose a wireless network

g Refresh network list Click an item in the list below to connect ko a wireless network in range or ko get more

infarmation,

*-T'-Ji]t Set up a wireless network
for a home or small office

PisZ)

Related Tasks ok = 3 ou might need ko enter

i) Learn about wireless
retwarking

¢ Change the order of default
preferred networks

"ﬁfha Change adwvanced Unsecured wireless network

settings pronets_testlab

'f Security-enabled wireless network (WPAZ)

Pronets Wireless

'_n‘: Security-enabled wireless network (WPAZ)

qqq

aalll

audll] |

a0

STEP4: If the access point is protected by encryption, you have to input its security key or

passphrase here. It must match the encryption setting on the access point.

Wireless Metwork Connection

Type the key, and then click Connect,

The network "WRS14¥N_FTP_Server' requires a network key (also called a WEP kev or WP&
kew), A& network key helps prevent unknown intruders From connecting bo this nebwork,

Metwork ke | T

Confirm netwark key: qunn—l

E Connect I | Cancel




STEP5: When you see the “Connected” message, the connection between your computer
and wireless access point is successfully established.
155" Wireless Network Connection
Nakwark Taties Choose a wireless network

ﬁ Refresh network list Click an item in the list below to connect to a wireless netwark in range or to get mare
information.

-..J.]: Set up a wireless netwark ¢ }- WR514¥N_FTP_Server Connected Y
far a harme o small affice

Related Tasks

~y Learn about wireless
nekwarking

¢ Change the order of default
preferred netwoarks

@a Change advanced Unsecured wireless network

settings pronets_testlab

"_rJ_ Security-enabled wireless netwark (WPAZ) I.Il! |

Pronets Wireless

'f_ Security-enabled wireless network (WPAZ) IIII[I
qqq

-a ]

Disconnect

STEP6: If you want to modify information about AP, click “Change advanced settings”
15" Wireless Network Connection

Notwnri Tatia Choose a wireless network

g« Refresh network list Click an item in the list below to connect ko a wireless network in range or ko get more
information,

..;_"], Set up a wireless netwark .;‘r a1 WRES14¥N_FTP_Server Connected v
for & hiome or small office Vhig

Related Tasks ] ko this onnect Fram this

1) Learn about wireless
retwarking

¢ Change the order of default
preferred networks

'93 Change advanced Unsecured wireless network il[l[l[l |
seftings

pronets_testlab

"_;J_ Security-enabled wireless network (WPAZ) I“I! |

Pronets Wireless

'_nJ_ Security-enabled wireless network (WPAZ) I..I[I
qaqq

a0

Disconneck




STEP7: Choose “Wireless Networks” tab.

i Wireless Network Connection 2 Properties

| General |IWilB|ESS Metworkz IAdvanced|

[#]ilse Windows to confiqure my wirsless network settings

Available networks:

To connect to, disconnect from, or find out more information
about wirelezs netwarks in range, click the button belaw.

[ Wienw Wireless Metworks J

Freterred networks:
Automatically connect to available networks in the order listed
below:

'@ WRETSAM_FTP_Server [Automa... Move up

tove down

[ Add. . ]’_ Remowve ]’_ Properties ]

Learn about getting up wireless network,

configuration.

Ok ][ Cancel ]

STEPS: Click “Properties” and then click “OK” button.

WR514¥YN_FTP_Server properties

Agzociation | Authentication | Connection|

Metwork pame [SSID]:

[#IiConnect even if this netwark iz not broadcasting

Wirelezs network key

This netwark, requires a key for the fallowing:

Metwark duthentication: | WwWRAZ-PSK,

Data encryption: |.~‘-\ES

Metwark key: |o.oo.o.o

Canfirm network ke |-uwee-aa-

Key indes (advanced) D

The key iz provided for me automatically

This iz & computer-to-computer (ad hoc) network,; wireless
access points are nob uged

]9 .][ Cancel ]

STEP9: After filling appropriate value, click “OK” button. And the status will prompt up as

below.

Wireless Metwork Connection 2 (WRS14YMN_FTP_Server)
Speed: 270.0 Mbps

Signal Strength: Excellent

Skakus: Connected

PN e




STEP10: Click the Ralink’s icon will bring up RaUl main window. User can find the
surrounding APs in the list. The current connected AP will also show with the green icon
indicated as below screen. User may user the available tab to configure more advanced

features provided by Ralink’s wireless NIC.

L RaUl X

el p & D

Metwark il Statistics WA,

Sorted by == a sio @ channel @ siznal [J show dBm
- @P List =>

n

-0

Default_W LAk

NOJONjiji

LR RS

WRE1WH_FTP_Server

iy

A
® & ® &
=2 (= R R

e

Status =>  WREAAVN_FT., =--> 00-0C-43-25-80-00

Extra Info == Link iz Up [Tx Power ==:100%]
Channel == 1 <--= 2412 MHz; central channel @ 3
huthentication == WPAZ-PSK
Encryption == AES e
Metwork Type == Infrastructure Link Speed == 270.0 Mbps
IP Address == 192.168.3.111
Sub Mask == 256,2585,256.0

Default Gateway == 192,168.3.1
- HT

Throughput == 0,000 Kbps

Receive
Link Speed == 1.0 Mbps

BW == 40 SMRO == 28

Throughput =>34,120 Kbps
Gl == long MCS == 15 SMR1 == nfa

3.2 Start RaUl Utility

When starting RaUl, system will connect to the AP with best signal strength without setting
profile or matching profile setting. It will issue a scan command to wireless NIC. After two
seconds, the AP list will updated with the result of BSS list scan. The AP list include most
used fields, such as SSID, network type, channel used, wireless mode, security status and

signal percentage. The arrow icon indicates the connected BSS or IBSS network.




I T
-~ % & @B O = 9

Network Advanced Sté.f-i'étics WMM WPS CCcX Radio on/off

Profile List

WR514VN_FTP_Server Y Profile Name == PROF1
551D > WRS14VN_FTP_S..

Metwork Type == Infrastructure

Authentication => WPAZ-PSK

Encryption => AES
Use 802.1x == NO

Tx Power => Auto

Channel = Auto

Power Save Mode > Cam

RTS Threshold => nfa

Import Export Activate Fragment Threshold > n/a

Status == WRS14VN_FT.. «--= 00-0C-43-28-80-00

Extra Info == Link is Up [Tx Power =>:100%]
Channel »= 1 =--» 2412 MHz; central channel : 3
Authentication == WPA2-PSK
Encryption > AES

Transmit

Network Type ==  Infrastructure Link Speed == 270.0 Mbps
IP Address == 192.168.3.111
Sub Mask ==  255.255.265.0

Default Gateway »»  192.168.3.1
HT

Throughput == 9.228 Kbps

Receive
Link Speed »> 1.0 Mbps

BW == 40 SMRO == 20
Throughput =>243.364 Kbps
Gl »> long MC5 > 15 SMR1 == nfa

There are three sections in RaUl. These sections are briefly described as below.

B Button Section: Include Profile page, Network page, Advanced page, Statistics page,
WMM page, WPS page, SSO page, CCX Page, About button, Radio On/Off button
and Help button.

=» Button Section

& = ¢ & B8 0 & nw ¢ 2Z2 @ p

Profile Network  Advanced  Statistics YA 530 CCX  Radioon/off  About Help

=>» Move to the Left

@

=>» Move to the Right

=D




B Function Section: Corresponding button
=>» Profile Page

# @ © ¢ Z

Network  Advanced  Statistics WMM WPS  Radio on/off  About

Profile List

WR514VN_FTP_Server Y Profile Name => PROF1
S50 == WRE14VHN_FTP_S..
Metwork Type == Infrastructure
Authentication == WPA2Z-PSK

Encryption => AES

Use 802.1x == NO
Tx Power == Auto
Channel == Auto

Power Save Mode == Cam

RTS Threshold == nfa

Export  Activate Fragment Threshold == n/a

=> Network Page

& ? £

Advanced  Statistics WPS  Radio on/off  About

Sorted by == & ssio @ Channet @ sienal [] ShowdBm

AP
default '

Default_WLAN .

Pronets Wireless .
aqq '

WRE14VN_FTP_Server

=>» Advanced Page

pr— .

Network  Advanced Statistics Radio on/off

Wireless mode => |2.4G vl

Select Your Country Region Code

2.4GHz =» IO:CH1-1'1

[@] Enable TX Burst
[] Enabie TCP Window Size
[] Fast Roaming at I 70 dBm




=> Statistics Page

@ =~ & # B g

Network  Advanced  Statistics WMM Radio on/off  About

Transmit Receive

Frames Transmitted Successfuly

Frames Retransmitted Successfuly

Frames Fail To Receive ACK After All Retries

Reset Counter
O S —

= WMM Page

@ =~ & # B g

Network  Advanced  Statistics WMM Radio on/off  About

WM => Enabled Power Save => Disabled Direct Link => Disabled

’rWMM Setup Status

WMM Enable
]
[] WMM - Power Save Enable

[ ac_ex [ ac_ee O #c_w [ sc_wo

D Direct Link Setup Enable

MsC Addrezs >>| I I I I I Timeout Walue »I 60 =eC

= WPS Page

i

#« @ ¢ ¢ 2

Advanced  Statistics WMM WPS  Radio on/off  About

«

Help

WPS AP List

00-06-4F-6F-8E-E8

00-E0-4C-86-70-01

WPS Profile List

Rescan
Information
Fin Code ——
00762915  Renew
= Config Mode ———

Enrolee A

Progress =» 0




=>» SSO Page (available on Windows XP & 2000 OS)

- & & B

Prafile MNetwork Advanced Sté tistics WA,

[:] Enable 550 Feature Enahle Per 1t Connection
@ Use | Brand Password in Winlogon
e Uze 10 and Pazsword i Profile
G Prompt |0 and Password Dialog:

Profile List {only support LEAR ar EAP-F&ST authentication)

select Profile == I - I

Information of = ted profile

Profile Mame ==

5510 ==

Authentication ==

=>» CCX Page (available on Windows Vista, XP & 2000 OS)

- & & B te

Profile Network Advanced Sté.f-i'étics WMM CCX Radio on/off

|:| Enable CCX (Cisco Compatible eXtensions)
D Enable Radio Measurements

©
D Mon-5Serving Channel Measurements limit
Diagnostic == Select Profile IPROF1 VI
I 250 ms(0-1023)

D Roaming with FF Parameters Profile Mame == PROF1
D Woice Drastic Roaming

Information of selected profile

5510 == WRE1AWM_FTP_Serwer

Diagnosizs Capable == MO

=>» About Page

=~ ® & @ @ ¢

Profile Network  Advanced  Statistics WMM WPS  Radio on/off

(c) Copyright 2009, Ralink Technology, Inc. Al rights reserved.

RaConfig Version == Date == 12-10-2009

Driver Version =» Date == 12-10-2009

DLL Version == Date == 12-10-2009
EEPROM Version == 0.1 Firmware Version == 0.25

Phy_Address =» 00-1F-1F-82-80-7D

WWW.RALINKTECH.COM




B Status Section: Include Link Status,

Authentication Status, AP’s information,

Configuration and retrying the connection when authentication is failed.

=>» Link Status

Status >>  WRB14VN_FT.. <--> 00-06-4F-12-34-5A

Extra Info »»
Channel ==
Authentication ==

Link is Up [Tx Power ==:100%]

q =2--= 2412 MHz; central channel : 3

WPAZ-PSK

Encryption == AES

Network Type ==
IP Address =»

Sub Mask ==

Infrastructure
192.168.3.39
25k.255.256.0

192.168.3.1
HT

Default Gateway »»

BW => 40 SNRO == 21

Gl == long MCS == 7 SHR1 => nifa

=>» Authentication Status

Card Mame => Ralink 502, 11n Wireless LAN Card

16:37: 26,062
163726171
16:37: 26,281
16:37: 28,375

Starting network connection, .,
Metwork iz connecting...

PEAF Authenticating, ..

Wiireless client i authenticated.

Cancel

T ukomtyom
o Semastrensnto 000

Transmit
Link Speed > 135.0 Mbps

Throughput >> 0.000 Kbps

Receive
Link Speed => 1.0 Mbps

Throughput =>55.612 Kbps

Authentication Status

Connected by manual...

=>» AP’s Information

General WPS 802.11n

S50 ==  WRE14VN_FTP_Server

MAC Address == 00-06-4F-12-34-5A

WPA-PSKWPAZ-PSK

_»"Il%

Authentication Type >
Encryption Type ==  TKIP+AES
Channel > 1 <--» 2412 MHz

Network Type >>  Infrastructure

Beacon Interval == 100

Legacy Supported Rates (Mbps): 1, 2, 5.5,
6,9, 11, 12, 18, 24, 36, 48, 54

B802.11n Max. Supported Rates (Mbps): 72.2




=>» Retry the Connection

Card Mame »> Ralink 802, 11n Wireless LAMN Card |dentity == |

Prafile Mame == PROF1 Passuward == |

Message == Inwalid identity or password

Cancel

=>» Configuration

System Config Auth. \ Encry.

Profile Hame => IPROFZ Netwark Type =» Infrastructure

551D == IDefath_11H | LR e Auto

Preamble == furto

Power Save Made == (2 CAM

I:‘ RTS Threshold ) 2347 |234?

|:| Fragment Threshold ) 23dd |2346 |:| Diagnosis Capable

Ok Cancel

At the mean time of starting RaUl, there is also a small Ralink icon appears within
windows taskbar as below. You may double click it to bring up the main menu if
you selected to close RaUl menu earlier. You may also use mouse;s right button to

close RaUl utility.

m-)-) Ralink icon in system tray.

Besides, the small icon will change color to reflect current wireless network

connection status. The status indicates as follow:

> % _indicate Connected and Signal Strength is Good.

-- indicate Connected and Signal Strength is Normal
-- indicate Wireless NIC is not connected yet
-- indicate Wireless NIC is not detected

-- indicate Connected and Signal Strength is Weak




3.3 Profile
Profile can book keeping your favorite wireless setting among your home, office, and other
public hot-spot. You may save multiple profiles, and activate the correct one at your

preference.

Profile List

WRE14WM_FTP_Server Profile Mame == PROF1
3510 == WREAAWN_FTP_S..

Metwork Type == Infrastructure

futhentication == WPAZ-PSK

Encryption == AES

Use 802, 1x == MO
Tx Power == Auto
Channel == Auto
Power Save Mode == Cam

RT: Threshald == nfa

Delete Impart Export Activate Fragment Threshold == nfa

[Definition of each field]

Profile Name: Name of profile, preset to PROFx (* indicate 1,2,3,...)

SSID: AP or Ad-Hoc name

Network Type: Network’s type, including infrastructure and Ad-Hoc.

Authentication: Authentication mode

Encryption: Encryption Type

Use 802.1x: Whether or not use 802.1x feature

Tx Power: Transmit power, the amount of power used by a radio transceiver to send the
signal out.

Channel: channel in use for Ad-Hoc mode

Power Save Mode: Choose from CAM (Constantly Awake Mode) or Power Saving Mode.

RTS Threshold: User can adjust the RTS threshold number by sliding the bar or key in the
value directly.

Fragment Threshold: User can adjust the Fragment threshold number by sliding the bar or

key in the value directly.

[Icons and buttons]
’ =>» indicate connection is successful on currently activated profile
P indicate connection is failed on currently activate profile

2 =>» indicate network type is infrastructure mode

ﬁ =» indicate network type is Ad-Hoc

=>» indicate security-enabled wireless network

s il ~ =>» Add a new profile

Edit
. ~. =» Edit an existing profile




Delete oo .
. =>» Delete an existing profile

Activat . .
L . =>» Activate selected profile

~ = Show the information of Status Section
4. =» Hide the information of Status Section

3.3.1 Add/Edit Profile

There are 3 methods to open Profile Editor form:

=>» You can open it from “Add to Profile” button in Site Survey function
=>» You can open it form “Add” button in Profile function

=>» You can open it from “Edit” button in Profile function

Systemn Config  Auth. % Encry. A7

Profile Mame == IPROF1 Metwork Type ==  |nfrastructure w

5D = IAP'I Tx Power == duto b

Power Save Mode »» o Cvhd o Pt

[ RIS Threshold

[ Fragment Threshold

Cancel

Systern Config — Auth. % Encry. B2

Authentication == Open - Encryption == Mane - |:| 802,15

WP Preshared Key =» |

WepKey

& Key Hexadecimal

@ reviz Hexadecimal

o Keyds Hexadecimal

o Keyitd Hexadecimal [] #how Passwaord

Ok Cancel

Profile Name: User can chose name for this profile, or use default name defined by system.
SSID: User can key in the intended SSID name or use pull down menu to select from
available APs.

Power Save Mode: Choose from CAM [Constantly Awake Mode] or Power Saving Mode.
Network Type: There are two types, infrastructure and 802.11 Ad-Hoc mode. Under Ad-Hoc
mode, user can also choose the preamble type, the available preamble type includes auto
and long. In addition to that the channel field will be available for setup in Ad-Hoc mode.

Tx Power: You can select the wireless output power here. If you’re not too far from AP (good
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signal reception), you can select a lower output power to save energy; for a distant access
point, you can select a higher output power. It's suggested to select “Auto” to let setup
utility decide the best output power for you.

Preamble: Select the preamble for Ad hoc mode here. Available option are “Auto” and
“Long”.

RTS Threshold: User can adjust the RTS threshold number by sliding the bar or key in the
value directly. The default value is 2347.

Fragment Threshold: User can adjust the Fragment threshold number by sliding the bar or
key in the value directly. The default value is 2346.

Channel: Only available for setting under Ad-Hoc mode. User can choose the channel
frequency to start their Ad-Hoc network.

Authentication Type: There are 7 type of authentication modes supported by RaUl. They are
Open, Shared, LEAP, WPA, WPA-PSK, WPA2, WPA2-PSK.

Encryption Type: For open and shared authentication mode, the selection of encryption
type are None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode,
the encryption type supports both TKIP and AES.

802.1x Setting: It is an authentication for WPA and WPA?2 certificate to server.

WPA Pre-Shared Key: This is the shared secret between AP and STA. For WPA-PSK and
WPA2-PSK authentication mode, this field must be filled with character longer than 8 and
less than 32 lengths.

WEP Key: Only valid when using WEP encryption algorithm. The key must matched AP’s key.

There are several formats to enter the keys:
=>» Hexadecimal — 40bits: 10 Hex characters
=» Hexadecimal — 128bits: 26 Hex characters.
=>» ASCII — 40bits: 5 ASCII characters
=>» ASCII — 128bits: 13 ASCII characters
Show Password: Check this box and all passphrases or security keys you inputted will be
displayed as you type, but not replace your input with asterisk.
Use 802.1x: If the access point you wish to connect requires 802.1x authentication, please

click on ‘Use 802.1x’ box, then click ‘802.1X’ tab to set 802.1x parameters.

3.3.2 Example to Add Profile in Profile
Step 1: Click Add in Profile function




= % & @B O 3 2

Network  Advanced  Statistics WMM WPS  Radio on/off  About

Profile List

Profile Name =»
SSID =

Network Type =>
Authentication ==
Encryption =>

Use B02.1x =»

Tx Power ==
Channel »»

Power 5ave Mode ==
RTS Threshold ==
Fragment Threshold =>

Step 2: Add Profile page will pop up.

System Config Auth. \ Encry.

Profile Hame == IPROF1 Network Type == Infrastructure

SSID »» I Tx Power »» Auto

Freamble =» Aurto
Power Save Mode =»  (Z) CAM

[] mTs Threshald I 2347

|:| Fragment Threshold |2346 |:| Ciagnosis Capabls

Step 3: Change profile name to what you want to connect. Pull down the SSID and select one

intended AP. The AP list is the result of last Network.

System Config Auth. \ Encry.

Profile Hame == IPROF1 MHetwork Type == Infrastructure

[ssio == [wRs1avn_FTP_server vﬂ L3 e

Preamble »»

Power Save Mode »>  {Z) CAM

[J RIS Threshold

[ Fragment Threshold




Step 4: To set authentication/encryption information for the access point, please click

“Auth.\Encry.” Tab.

System Config Auth. % Encry.

Authentication == WRAZ-PSK Encryption ==

WPA Preshared Key =>

Wep Key

@ 1=y

o Key#z

o Key#3

@ revia

Step 5: Then, you can see the profile which you set appear in the profile list. Click “Activate”

to activate the profile setting.

Profile Network  Advanced  Statistics WMM

- @ & @ ¢

WPS5 Radio on/off

About

Praofile List

PROF1 WRE14VN_FTP_Server

3.4 Network

Profile Mame »> PROF1
551D »> WRE14VN_FTP_5..
Metwork Type == Infrastructure
Authentication »> WPAZ-PSK

Encryption > AFS
Use 802.1x »> NO

Tx Power >> Auto

Channel == Auto

Power Save Mode => CaM
RTS Threshold »> n/a

Import Export Fragment Threshold > n/a

Under the Network function, system will display the information of surrounding APs from

last scan result. List information includes SSID, BSSID, Signal, Channel, Encryption algorithm,

Authentication and Network type as below:

Sorted by == o ssin o Channel o Signal
AP List =>

default

N

Fronets Wireless

Default_WLAN .

aag
WRE14VH_FTP_Server




[Definition of each field]

Sorted by >>: You can decide how to sort all listed access point by SSID, Channel, Signal
(Signal strength).

Show dBm: Check this box to show the signal strength of access point, instead of
percentage.

Rescan: Click this button to rescan access points. You can click this button for several times,
if the access point you wish to use does not show in the list.

Add to Profile: You can store a specific access point to profile, so you can link to that access
point directly next time without inputting authentication key again.

Connect: Connect to a selected access point. You have to select an access point from the list

first and then click “Connect” to connect to the selected access point.

[Icons & Buttons]
P Indicate connection is successful.

l& =>» Indicate network type is infrastructure mode.

ﬁ =>» Indicate network type is Ad-Hoc mode.

=>» Indicate security-enabled wireless network.
@ 3 |ndicate 802.11a wireless mode

=> Indicate 802.11b wireless mode.
‘ => Indicate 802.11g wireless mode.

=> Indicate 802.11n wireless mode.

Sorted by = @ 55 @ Channel @ sl 3 hgicate the

AP lists are sorted by SSID, Channel, or Signal.

.!:':.'.'-”-"?Ct =» Command to connect to the selected network.

Rescan . . .
=> Issue a rescan command to wireless NIC to update information on

surrounding wireless network.

tdd to Profil
BN L o, =>» Add the selected AP to Profile setting. It will bring up profile page and

save user’s setting to a new profile.

[Connected Network]

(1) When RaUl first ran, it will select the best AP to connect automatically.




(2) If user wants to connect to other AP, He can click “Connect: button for the intended AP
to make connection.

(3) If the intended network has encryption other than “Not Use”, RaUl will bring up the
security page appropriate information to make the connection.

(4) When you double-click on the intended AP, you can see AP’s detail information.

3.5 Advanced
This wireless network card provides several advanced settings for experienced wireless users.
You can change these settings to increase data transfer performance, or change operation

mode.

Wireless mode == |2.4G j
Select Your Country Region Code ——
2,4GHz => fo: cht-11 |

[@ Enable TX Burst
[] Enable TCP Window Size
[] Fast Roaming at | 70 dBm

Apply

Wireless Mode: Select wireless mode. Support 2.4G only.

Enable Tx Burst: Ralink’s proprietary frame burst mode.

Enable TCP Windows Size: Enhance throughout.

Fast Roaming at: Fast to roaming, setup by transmit power.

Select your Country Region Code: The available channel differs from different countries.
For example: USA (FCC) is channel 1-11, Europe (ETSI) is channel 1-13. The operating
frequency channel will be restricted to the country user located before importing. If you are
in different country, you have to adjust the channel setting to comply the regulation of the
country. Supporting region code for this section has CH1-11, CH1-13, CH10-11, CH10-13,
CH14, CH1-14, CH3-9, and CH5-13. Please refer to below Channel Classification and range,

Country Channel list to select your Country Region Code:

Classification ~ Range
0:GFCC CH1~ CH11
1:GIC (Canada) ~ CH1~CH11
2:GETSI CH1~CH13
3-GSPAIN CH10 ~ CH11
4-GFRANCE CH10~ CH13
5 GMKK CH14 ~ CH14
6:GMKKI (TELEC) CH1~CH14
7-GISRAEL CH3 ~ CHY

Figure 1: Channel Classification and range




Apply: Save the save changes

Figure 2: Country Channel list

~ = Show the information of Status Section

4 =>» Hide the information of Status Section




3.6 Statistics

The configuration utility provides information about network statistics and link status. If you

want to know how your wireless network card works, you can use these functions to get
detailed information about the wireless connection you’re using.

[Transmit Statistics]

Transmit Receive

Frames Transmitted Successfuly

Frames Retransmitted Successfuly

Frames Fail To Receive ACK After Al Retries

Reset Counter

Frames Transmitted Successfully: Frames successfully sent.
Frames Retransmitted Successfully: Successfully retransmitted frames numbers
Frames Fail To Receive ACK After All Retries: Frames failed transmit after hitting retry limit.

Reset Counter: Reset counters to zero

[Receive Statistics]

Transmit Receive

Frames Received Successfuly
Frames Received With CRC Error
Frames Dropped Due To Out-of-Resource

Duplicate Frames Received

Reset Counter

Frames Received Successfully: Frames received successfully.

Frames Received With CRC Error: Frames receive with CRC error.

Frames Dropped Due To Out-Of-Resource: Frames dropped due to resource issue.
Duplicate Frames Received: Duplicate received frames.

Reset Counter: Reset counters to zero

W - Show the information of Status Section

4. = Hide the information of Status Section

All connection-related statistics is displayed here. You can click ‘Transmit’ or ‘Receive’ tab,
to view the statistics of transmitted or received packets. You can also click ‘Reset Counter’

button, to reset the statistics of all items back to 0.




3.7 WMM

This wireless network card provides WMM (Wi-Fi Multimedia) function, which can improve
the performance of certain network applications, like audio/video streaming, network
telephony (VolP), and others. When you enable the WMM function of this network card, you
can define the priority of different kinds of data, to give higher priority to applications which
require instant responding. Therefore you can improve the performance of such network

applications.
’—WN.MSel.upSlatus

WM >> Enabled Power Save »> Disabled Direct Link »> Disabled

[@] WM Enable
WMM - Power 5ave Enable
O

[ acek [0 ac_ee O 4w [ ac_wo

[] Direct Link Setup Enable

MAC Address >>| I I I I I Timeout Walue >>| 60 =EC

WMM Enable: Check this box to enable WMM function. Please click ‘Apply’ button on the
right of this check box after you check or uncheck this box, so corresponding settings in this
window will be activated or deactivated respectively.
WMM-Power Save Enable: Check this box to enable WMM power saving mode to save
energy, and let your computer’s battery live longer. You also have to select WMM power
save modes here:

AC_BE: Best Performance

AC_BK: Worst Performance

AC_VI: Video data has priority

AC_VO: Voice data has priority
Direct Link Setup Enable: If you have another WMM-enabled wireless device, you can enter
its MAC address here, then click ‘Apply’ button, and this network card will establish a direct
link to the wireless device you specified here.
You also have to specify the timeout value of this directly-linked wireless device. Valid values
are from 1 to 65535 (seconds), and input ‘0’ for infinity.
If you want to remove a specific wireless device from direct link table, select the device and

click this button to remove it.

[WMM Enable — Enable Wi-Fi Multi-Media]

If you want to use “WMM-Power Save” or “Direct Link Setup” you must enable WMM. The
setting methods of enabling WMM indicating as follow:

Step 1: Click “WMM Enable”




— Wik Setup Status -
Wikhth »» Enabled Power Save == Dizabled Direct Link == Disabled

[@] i Enabls

[] kit - Power Save Enable

[] Direct Link Setup Enable

= HE (G

a~

Step 2: Change to “Network” function. And add an AP that supports WMM features to a

Profile. The result will look like the below figure in Profile page.

a«a BE o4 @ & B © &

2 Profila Metwaork Advanced Stai.:i'stics WA

Profile Lizt

P PROF1 & Profile Name: == PROF1

3510 == AP

Metwark. Type == Infrastructure
duthentication == Open
Encryption == Mone
Uze 802, 1x == NO
Channel == 1
Power Save Mods ==
T Power ==
RT: Threshold ==

Fragment Threshold ==

Edit Delete Activate

Status == AP 1 <--» 00-03-7F-00-D7-A<
Extra Info == Link is Up [TxPower: 100%]
Channel == & =--= 2437000 MHz
Authentication == Open
Erncryption == NOMNE
Metwork Type == Infrastructure il
IP Address == 192,168.5.60 Link Speed => 54.0 Mbps

Sub task == 255,255,256.0 Throughput > 0,000 Mbps
Default Gateway == 192,168,6,254
HT:—

Receive
B => nfa SMRO == nfa Link Speed »» 54.0 #bps
Gl == nia MCS =2 nfa SMR1 == nfa Throughput == 0,033 Mbps

[WMM-Power Save Enable — Enable WMM Power Save]
Step 1: Click “WMM-Power Save Enable”




~ Wrhidh Setup Status

Wikihd => Enabled Power 3ave »> Dizabled

Direct Link. == Dizabled

[ hidd Enable
Uikt - Power Save Enable

[ acBK

|:] Direct Link Setup Enable

O acee

Ty

Step 2: Please select which ACs you want to enable

Save is successfully.

. The setting of enabling WMM-Power

— WMk Setup Status

Wikt => Enabled Power Save => Enabled

Direct Link => Disabled

[@] ik Enable

[ i - Power Save Enabls

[ #cEe

[@ AC_Bk

[] Direct Link Setup Enable

et [ NNE SR

O #scw

O acvo

Timeout Valle == | ol sec

Tear Do

[Direct Link Setup Enable — Enable DLS (Direct Link Setup)]

Step 1: Click “Direct Link Setup Enable”

WA Setup Status

Wit == Enabled Power Save x> Disabled

Direct Link == Enabled

[ kit Enable
[] vkt - Power Save Enable
[

Direct Link Setup Enable

M."'.C."'.ddress»l | | I | I

[ 4 BE

[ ac.vi

Timeout Value == ! 60 sec

Tear Dawn

FS

Step 2: Change to “Network” function. And add an AP that supports DLS features to a Profile.

The result will look like the below figure in Profile page.




=~ F & B 0

Profile MNetwork Advanced StE.IU'.ﬁtiCS

YRS 550

Profile List -

'_ PROF1 6} Profile Mame »» PROF1
SEID == AP

Metwork Type == Infrastructure
Aduthentication => Open
Encryption =» Mone
Use 802, 1x »» NO
Channel =» 1
Pomer Save tode == Chlt
Tx Power == futo
RTS Threshaold == 2347

Fragment Threshold == 2346

Activate

Status == AP1 «--» 00-03-7F-00-D7-44
Extra Info > Link is Up [TxPower: 100%)]
Channel > & <--> 2437000 MHz
Authentication == COpen
Encryption == MOMNE

Metwork Type = Infrastructure

Transmit
IP Address == 192,168, 5.60 Link Speed == 54.0 Mbps

Sub Mask => 255.255,255.0 Throughput »» 0,000 Mbps
Default Gateway == 192, 168.5.254

i Receive —

BW == nfa SMRO #= nfa Link Speed »» 54.0 Mbps
Gl =» nfa MCS == nia SMRA == nfa Throughput == 0,033 Mbps

The Setting of DLS indicates as follow:
(1) Fill in the blanks of Direct Link with MAC address of STA. The STA must conform to 2
conditions as follow:
=» Connect with the same AP that support DLS features.
=> Have to enable DLS

— Ui Setup Status -
Wit == Enabled Power Save >» Dizabled Direct Link =» Enabled

Wik Enable

[ vihé4 - Power Save Enable

Direct Link Setup Enable

MAC Address == ]DD IDC |43 IZS !60 ;DD Timeout Value >>i 600 sec apply

Tear Down




(2) Timeout Value represent that it disconnect automatically after some seconds. The value

is integer. The integer must be between 0~65535. It represents that it always connects if

the value is zero. Default value of Timeout Value is 60 seconds.

— WA Setup Status -

WiMM == Enabled Power Sawve == Dizabled

Direct Link == Enablzd

[@] i Enable
[] i - Power Save Enable
O e ek

@ Direct Link Setup Enable

MAC Address »» IDD IDC |43 128 160 IDD Timeout Value =

(3) Click “Apply” button. The result will look like the below figure.

AQplét::

Tear Down

Wk == Enabled Power Sawe »» Disabled

‘--WMM Setup Status

Direct Link == Enabled

Witk Enable
[ whith - Pawer Save Enable

[ scek [J #c_RE i O ac.vo

[ Direct Link Setup Enable

MAC Address =» IDD !Elc I43 !28 |6D |EID Timeout Yalue >>| 00 sec

Apphy

00-0C-43-28-60-00 &00

Tear Down

Describe “DLS Status” as follow:

(1) As the up figure, after configuring DLS successfully, show MAC address of the opposite
side and Timeout Value of setting in “DLS Status”. In “DLS Status” of the opposite side, it

shows MAC address of itself and Timeout Value of setting.

(2) Display the values of “DLS Status” to “Direct Link Setup” as follow:

Step 1: In “DLS Status”, select a direct link STA what you want to show its values in

“Direct Link Setup”.




—\Widd Setup Status

kit => Enabled Power Save »> Dizabled

Direct Link == Enabled

Witk Enable
[ viéhhéd - Powser Save Enable
[ Ac Bk |

Direct Link Setup Enable

___mumumn

O scvo

Timeout Walue == I al  sec

&00

Apply.

Tear Down

Step 2: Double-Click and the result will look like the below figure.

Wil Setup Status

ikhih == Enabled Power Save =» Disabled

Direct Link == Enabled

[@] Wi Enatle
[] b - Power Save Enable
[ Ac.Bk

@ Direct Link Setup Enable

D &G BE

[0 Al [ #c o

MAC Address == iDU Iuc |43 |23 |6U IDD

(3) Disconnect Direct Link Setup as follow:

Step 1: Select a direct link STA.

Timeout Walue =+ | 600 sec

Apply

Tear Down

(S ———

—WIMM Setup Status

Wik == Enabled Power Save == Disabled

Direct Link =» Enabled

Wik Enable
[ viéhhid - Power Save Enable
[ Ac_BK

Direct Link Setup Enable

MAC Address == |UU Oz |43 |28 |6EI |UEI

[ AC.EE

Timeout Walue == l 600 sec

Apply

Tear Down




Step 2: Click “Tear Down” button. The result will look like the below figure.

[ MM Setup Status -
ik => Enabled Power Save == Disabled Direct Link == Enabled

[ Whihh Enable
[] ‘st - Power Sawe Enable
[ #c.BK

Direct Link Setup Enable

MAC dddress == E{DC—WEHW Timeout Yalue == ! 600 sec Apply

Tear Down

3.8 WPS

Wi-Fi Protected Setup (WPS) is the latest wireless network technology which makes wireless
network setup become very simple. If you have WPS-enabled wireless access point, and you
want to establish a secure connection to it, you don’t have to configure the wireless access
point and setup data encryption by yourself. All you have to do is to go to the WPS setup
page of this wireless card, click a button, and then press a specific button or enter a set of
8-digit code on the wireless access point you wish to establish a secure connection - just
three simple steps!

For older wireless access points, it’s possible to perform a firmware upgrade to become a
WPS-enabled access point. Since they may not have a hardware button to press for WPS
setup, you can use an alternative WPS setup method - input the pin code. Every
WPS-compatible wireless network card support pin code configuration method; you can just
input the code to wireless access point, and the wireless access point and wireless network

card will do the rest for you.

This wireless network card is compatible with WPS. To use this function, the wireless access

point you wish to connect to must support WPS function too. Now, please follow the
following instructions to establish secure connection between WPS-enabled wireless access

point and your wireless network card.

WP5 AP List

W@AHSE R EYH 00-E0-4C-81-96-E9 e

I 90529757  Renew

WPS Profile List :Cnnﬁg Mode

@WPS Associate IE Progress == 0%
[@]WPs Probe IE




WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration)
is to simply the security setup and management of Wi-Fi networks. Ralink STA as an Enrollee
or external Registrar supports the configuration setup using PIN configuration method or
PBC configuration setup using PIN configuration method or PBC configuration method
through an internal or external Registrar.
WPS AP List: Display the information of surrounding APs with WPS IE from last scan result.
List information includes SSID, BSSID, Channel, ID (Device Password ID), Security-Enabled.
Rescan: Issue a rescan command to wireless NIC to update information on surrounding
wireless network.
Information: Display the information about WPS IE on the selected network. List
Information includes Authentication Type, Encryption Type, Config Methods, Device
Password ID, Selected Registrar, State, Version, AP Setup Locked, UUID-E and RF Bands.
PIN Code: 8-digit numbers. It is required to enter PIN Code into Registrar using PIN method.
Each NIC Wireless has only one PIN Code of Enrollee.
Config Mode: Our station role-playing as an Enrollee or an external Registrar.
WPS Profile List: Display all of credentials got from the Registrar. List information includes
SSID, MAC address, Authentication and Encryption Type. If STA Enrollee, credentials are
created as soon as each WPS success. If STA Registrar, RaUl creates a new credential with
WPA2-PSK/AES/64Hex-Key and doesn’t change until next switching to STA Registrar.
Control items on WPS Profile List:
=>» Detail: Information about Security and Key in the credential
=» Connect: Command to connect to the selected network inside credentials. The
active selected credential is as like as the active selected Profile.
=>» Rotate: Command to rotate to connect to the next inside credentials
=>» Disconnect: Stop WPS action and disconnect this active link. And then select the last
profile at the Profile Page of RaUl if exist. If there is an empty profile page, the driver
will select any non-security AP.
=>» Delete: Delete an existing credential. And then select the next credential if exist. If
there is an empty credential, the driver will select any non-security AP.
PIN: Start to add to Registrar using PIN configuration method. IF STA Registrar, remember
that enter PIN Code read from you Enrollee before starting PIN.

PBC: Start to add to AP using PBC configuration method.

% When you click PIN or PBC, please don’t do any rescan within two-minute

connection. If you want to abort this setup within the interval, restart PIN/PBC or
press Disconnect to stop WPS connection.
WPS associate IE: Send the association request with WPS IE during WPS setup. It is optional
for STA.
WPS probe IE: Send the probe request with WPS IE during WPS setup. IT is optional for STA.




Progress Bar: Display rate of progress from Start to Connected status.

Status Bar: Display currently WPS Status.

[WPS Information on AP]

WPS information contain authentication type, encryption type, config methods, device
password ID, selected registrar, state, version, AP setup locked, UUID-E and RF bands.
Authentication Type: There are three types of authentication modes supported by RaConfig.
There are Open, Shared, WPA-PSK, and WPA system.

Encryption Type: For Open and shared authentication mode, the selection of encryption are
None and WEP. For WPA, WPA2, WPA-PSK, and WPA2-PSK authentication mode, the
encryption type supports both TKIP and AES.

'R.pRaUI Lg
- ® & B 9 B ° @

Network Advanced Statistics WMM CcX Radio on/off

Profile List

WR514VN_FTP_Server a Profile Name => PROF1
551D = WREA4VN_FTP_S..
Network Type == Infrastructure
Authentication == WPAZ-PSK

Encryption == AES

Use 802.1x »= NO
Tx Power == Auto
Channel == Auto

Power Save Mode == Cam

RTS Threshold => nfa

Activate Fragment Threshold == n/a

WPS 802.11n

Authentication Type >  WPA-PSK=WPAZ-PSK State »»

Encryption Type »> TKIP+AES Version ==

Config Methods == AP Setup Locked =>

Device Password ID == UUID-E ==

Selected Registrar == RF Bands =»

Config Methods: Correspond to the methods the AP supports as an Enrollee for adding

external Registrars. (A bitwise OR of values)

. Vaue | Hardware Interface
00001 LUSEA (Flash Drive)
0x0002 Ethernet
Ox0004 Label
0x0008 Display
0010 External NFC Token
0x0020 Integrated NFC Token
00040 MNFC Interface
Ox00&0 Push Button
Ox0100 Keypad




Device Password ID: Indicate the method or identifies the specific password that the
selected Registrar intends to use. AP in PBC mode must indicate 0x0004 within two-minute

Walk time.

00000 Diefault (PIM)

00001 User-specified

Ox0002 Rekey

0x0003  Display

(0004 PushButton (PEC)

0005 Registrar-specified

Ox0006-0x000F Feserved

Selected Registrar: Indicate if the user has recently activated a Registrar to add an Enrollee.
The values are “TRUE” and “FALSE”
State: The current configuration state on AP. The value are “Unconfigured” and
“Configured”.
Version: WPS specified version.
AP Setup Locked: Indicate if AP has entered a setup locked state.
UUID-E: The universally unique identifier (UUID) element generated by the Enrollee. There is
avalue. It is 16 bytes.
RF-Bands: Indicate All RF bands available on the AP. A dual-band AP must provide it. The

values are “2.4GHz” and “5GHz”

3.9SS0
Single Sign-On (SSO) is a session/user authentication process that permits a user to enter

one name and password in order to access multiple applications. The process authenticates

the user for all the applications they have been given rights to and eliminates further

prompts when they switch applications during a particular session. (Note: This feature

doesn’t available Windows7 and Vista OS)

[] Enable 550 Feature [[] Enatle Persistent Connection

Enable SSO Feature: Choose which SSO methods to log on

B Use ID and Password in Winlogon: Use the ID and Password in Windows logon.




B Use ID and Password in Profile: Use the ID and Password in RaUl Profile settings.

B Prompt ID and Password Dialog: Use the ID and Password in pop-up

authentication dialog.
Enable Persistent Connection: Use DI and Password in the previous activate Profile and not
show any authentication dialog.
Profile List (only Support LEAP or EAP-FAST authentication):
B Select Profile: Select a profile containing LEAP or EAP-FAST authentication.
B [Information of selected profile: Profile information, such as Profile name, SSID or

Authentication.

3.10 CCX
(Note: This feature doesn’t available Windows7 and Vista OS)

|:| Enable CCX (Cisco Compatible eXtensions)

[ Enable Radio Measurements Lo SR | ADDTS(Directly send TS) -

D Mon-5erving Channel Measurements mit
Diagnostic == Select Profile IPRU-F1 'l
I 250 ms(0-1023)

D Roaming with RF Parameters Profile Mame == PROF1
D Wioice Drastic Roaming

Infarmation of selected profile

5510 == WRE14WM_FTP_Server

Diagnosis Capable =» MO

Apply

Enable CCX (Cisco Compatible eXtensions): Choose whether Cisco Compatible eXtensions are
supported or not.
B Enable Radio Measurement: Enable the radio measurement, the non-serving channel

measurement limit is between 071023 milliseconds.

Roaming with RF Parameters: Roaming by a set of RF parameters from AP

Voice Drastic Roaming: Diagnose roaming function by voice traffic test.

CAC(Tolerance): Enable the call admission control.

Diagnostic: Select a profile which the user want to diagnose, then hit the Diagnose button

to perform the diagnostic test.




3.11 About

About function display the wireless card and driver version information.

S5)

=~ ® & @ @ ¢

Profile Network Advanced Statistics WMM WPS Radio on/off

2

About

(c) Copyright 2009, Ralink Technology, Inc. Al rights reserved.

RaConfig Version == Date == 12-10-2009

Driver Version »» Date == 12-10-2009

DLL Version =» Date == 12-10-2009
EEPROM Version == 0.1 Firmware Version == 0.25

Phy_Address == 00-1F-1F-82-80-70

WWW.RALINKTECH.COM

N

(1) Connect to Ralink’s Website: WWW.RALINKTECH.COM

(2) Display Configuration Utility, Driver, and EEPROM version information

(3) Display Wireless NIC MAC Address.

3.12 Link Status

Link Status displays the detail information current connection

Status >> WRG14VN_FT.. <--> 00-06-4F-12-34-5A © | LinkQuality>>98%

© | ienalStrength 1> 100%

Extra Info =» Link is Up [Tx Power ==:100%]
Channel »= 1 <--» 2412 MHz; central channel : 3
Authentication ==  WPAZ-PSK
Encryption == AES

Transmit
Network Type ==  Infrastructure Link Speed == 135.0 Mbps
IP Address == 192.168.3.39
Sub Mask > 255.255.255.0
Default Gateway == 192.168.3.1

Throughput == 0.000 Kbps

Receive
Link Speed == 1.0 Mbps

HT

SHRO == 29

Throughput == 56,848 Kbps
SMR1 == nfa

Status: Current connection status. If no connection, it will show Disconnected. Otherwise,

the SSID and BSSID will show here.

Extra Info: Display link status in use.

Channel: Display current channel in use.
Authentication: Authentication mode in use.
Encryption: Encryption type in use.

Network Type: Network type in use.

IP Address: IP address about current connection.
Sub Mask: Sub Mast about current connection.

Default Gateway: Default gateway about current connection.




Link Speed: Show current transmit rate and receive rate.

Throughout: Display transmits and receive throughput in unit of Mbps.

Link Quality: Display Connection quality based on signal strength and Tx/Rx packet error

rate.

Signal Strength 1: Receive signal strength 1, user can choose to display as percentage or
dBm format.

Signal Strength 2: Receive signal strength 2, user can choose to display as percentage or
dBm format.

HT: Display current HT Status in use, containing BW, GI, MCS, SNRO, and SNR1 value. (Show

the information only for 802.11n wireless card)

4. Soft-AP Function

Excepting become a wireless client of other wireless access points, this wireless card can act
as a wireless service provider also! You can switch this wireless card’s operating mode to
‘AP’ mode to simulate the function of a real wireless access point by software, and all other
computers and wireless devices can connect to your computer wirelessly, even share the
internet connection you have!

Please follow the instructions in following chapters to use the AP function of your wireless
card.

4.1 Switch to AP mode and Basic Configuration

The operating mode of the wireless card is ‘Station Mode’ (becoming a client of other
wireless access points) by default. If you want to switch to AP mode, please right-click Ralink

utility icon, and select ‘Switch to AP Mode’.

Launch Config Ukility

Use Zera Configuration as Configuration Ukility
Switch to &F Mode

pen Diagnostic Testing Mode

Exit

After you select ‘Switch to AP Mode’, the Ralink utility icon will be changed to:

-5

If you want to switch the wireless card back to station mode (become a client of other

wireless access points), click ‘Switch to Station Mode’'.

=
Launch Config Ltilities

Switch ko Skation Mode

X
Oy e L us e el ) 347 am




A configuration window will appear after you switch the operation mode to ‘AP’, which asks

you to assign an existing network card with internet connection

ICS Select WAN Adatpter

3

WAN Adapter Name: |Realtek RTL8139/810x Family Fast Ett v |

LAN Adapter Name: !302.1 1n Wireless LAN Card

After you click ‘OK’, you’ll see the basic configuration menu of the AP function.

A" Ralink Wireless Utility

Config ].-’-‘«ccess Eontroli Mac Tablei Ewent LDgI Statisticsl About I

55ID ISofL&P-?D Chatinel 11 vi

Wireless Mode 240G <- Usze Mac Address J Securty Setting

[~ Hide 5510
| W Allow B 40 MHz

Beacon [mz]
T Power

Idle time(60 - 3600])(2)

Default Cancel I

=
[ Mo forwarding among wireless clients
=

Apply J

Help '

SSID: Please input the SSID (the name used to identify this wireless access point) here. Up to

32 numerical characters can be accepted here, excepting space.

Channel: Please select the wireless channel you wish to use. The number of channels

available here will vary depends on the setting of ‘Country Region Code’.

Wireless Mode: Select the operation mode of the access point here.
Use Mac Address: Click this button to use the MAC address of the
prefix ‘AP’ will be added automatically

wireless card as SSID. A




Security Setting: Set the security options (wireless data encryption). Please refer to chapter

4-2 ‘Security Settings’ for details.
Country Region Code: Please select the country code of the country or region you live.
Available options are 0-7, which will affect the available wireless channels you can use:
0: FCC (US, Canada, and other countries uses
FCC radio communication standards)
: ETSI (Europe)
: SPAIN
: FRANCE
: MKK
: MKKI (TELEC)
: ISERAL (Channel 3 to 9)
7: ISERAL (Channel 5 to 13)
Please note that only change the country code if you are in different country. For example:
when operating this product in US, only channels 1~11 can be operated. Selection of other
channels is not permitted under FCC regulations.
No forwarding among wireless clients: Check this box and wireless clients will not be able to
share data with each other.
Hide SSID: Check this box and the SSID will not be broadcasted to the public. Your wireless
clients must know the exact SSID to be able to connect to your computer. This option is
useful to enhance security level.
Allow BW 40 MHz: Check this box to allow BW 40MHz capability.
Beacon(ms): You can define the time interval that a beacon signal should be send. Default
value is 100. Do not modify this value unless you know what will be affected.
TX Power: You can select the wireless output power here. Please select a proper output
power setting according to your actual needs. You may not need 100% of output power if
other wireless clients are not far from you.
Idle Time: Select the idle time for the wireless access point. Default value is 300. Do not

modify this value unless you know what will be affected.

To save changes, click ‘Apply’ button. Or you can click ‘Default’ to reset all values to factory

default value.




4.2 Security Settings

Security Setting E|

Authentication Type |v Encryption Type | Mot Use LI

WPA PresharedKey |

Group Rekey Interval I_ Foa |

[ Show Password

Cacs

Authentication Type: Please select a wireless authentication type you wish to use. Available
options are ‘Open’, ‘Shared’, WPA-PSK’, ‘WPA2-PSK’, and ‘WPA-PSK / WPA2-PSK’. If you

want to disable wireless data encryption, you must select ‘Open’.

Encryption Type: Please select an encryption mode. The available options in this setting item
will vary depending on the authentication type you select. If you select ‘Not Use’, data will
not be encrypted and people with some networking knowledge will be able to read the data
you transfer with proper tool.

WPA Pre-shared Key: Please input the WPA pre-shared key here. Only clients with the same
pre-shared key you inputted here will be able to connect to your computer. This setting is
only available when you select one of WPA encryptions

Group Rekey Interval: You can specify the time interval to re-issue the key to your wireless
clients here. You can click the button '10 seconds’ or ‘Kpackets’ to change the unit of time
interval. (every 10 seconds or a thousand data packets times the value you specified in
‘Group Rekey Interval’ field).

Wep Key: Please input the WEP encryption key here when you select “WEP’ as encryption
type. There are 2 types of WEP key: Hex (number O to 9, and ASCIl characters A to F) and
ASCII (all alphanumerical characters plus symbols). Please select the type of WEP key first,
and then input the WEP key according to the type of WEP key you selected. If you want to
use WEP 64 bits encryption, please input 10 characters if you select HEX, or input 5
characters if you select ASCII. If you want to use WEP 128bits encryption, please input 26
characters if you select HEX, or input 13 characters if you select ASCII. 128 bits encryption




is safer then 64 bits, but the data transfer speed will be slightly reduced.

Show Password: Check this box and the WPA pre-shared key or WEP key you inputted will
be shown, but not replaced by asterisk (*).

When you finish with setting and want to save changes, click ‘OK’ button, or click ‘Cancel’

button to discard all changes you made.

4.3 Access Control
If you're not going to open your computer and wireless resources to the public, you can use
MAC address filtering function to enforce your access control policy, so only wireless clients
with MAC address you defined by this function can be connected to your software access
point

' Ralink Wireless Utility

Config Access Contral i Mac Tablei Ewent Log Statisticsl About I

Access Policy

MAC Address Access List

Help '

Access Policy: Select the policy type of your access rule.
Disable: Allow any wireless client with proper authentication settings to connect to this
access point.
Allow All: Only allow wireless clients with MAC address listed here to connect to this
access point.
Reject All: Reject wireless clients with MAC address listed here to be connected to this
access point.

MAC address: Input the MAC address of the wireless client you wish to allow or reject here.
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No colon (:) or hyphen (-) required.
Add: Add the MAC address you inputted in ‘MAC address’ field to the list
Delete: Please select a MAC address from the list, then click ‘Delete’ button to remove it.

Remove All: Delete all MAC addresses in the list

4.4 MAC Table
If you want to see the list of all wireless clients connected to this access point, please select

‘Mac Table’ tab from the utility

A" Ralink Wireless Utility

Eonfigl #ecess Control - Mac Table lEvent LDgI Statisticsl About I

MALC Address ! AlD I Fower Saving Mode l Status

MAC Address: Displays the MAC address of this wireless client.

AID: The serial number of this wireless connection.

Power Saving Mode: Displays the capability of power-saving function of this wireless client.
Status: Displays additional information of this wireless Connection, like current wireless

operating mode and data transfer rate.
4.5 Event Log
This software access point will log all wireless-related activities as a log. Click ‘Event Log’ tab,

and the event log will be displayed.

You can click ‘Clear’ to remove all entries in the log.




T Ralink Wireless Utility

Eonfigl Access Eontroll Mac Table Eventlog | Statisticsl About |

Event Time [vy./mm/dd- hh:mm:ssj__l Message

2008 /09/26-03:45:06 Restart Access Point
2002709/ 26-03:45:07 Restart Access Point
2008 /03426-03:45:07 Restart Access Point

Help |

4.6 Statistics

If you want to know detailed information about how your software access point works, click
‘Statistics’ tab, and the event log will be displayed. Click ‘RESET COUNTERS’ button to reset
all counters to zero.

I Ralink Wireless Utility

Eonfigl Access Controli Mac Tablei EwventLog Statistics IAbout |

— Tranzmik Statistics
Framesz Transmitted Successfully

Frames Fail To Receive ACK After Al Retries

Frames Transmitted Successfully After Retry

- Receive Statistics
Framez Received Successfully
Frames Received With CRC Erar
Framesz Dropped Due To Dut-of-Resource

Duplizate Frames Received




4.7 About
The ‘About’ tab provides you the information about version number of the configuration

utility, driver, and other important information about your wireless access point.

¥ Ralink Wireless Utility

Eonfigl Access Eontroll Mac Tablel Ewent Log | Statistics  About |

Z ol RALINKTECH.COM

(] Copyright 2009, Ralink Technology, [nc. Al rights reserved.

Utility Version : Date : 12-10-2009

DLL Yersion : Date 12-10-2003

Diriver Version © Date : 11-26-2003

EEPROM Verzion : . Firmware Wersion: .26
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